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The Department of Consumer
Protection Mission

"The Department of Consumer
Protection is responsible for policing the
marketplace and protecting citizens from
iInjury or financial loss that could occur
because of unsafe or fraudulent
products and services sold Iin
Connecticut.”
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Presentation Overview

What iIs identity theft?
How does identity theft happen?
What can you do?

= Deter
= Petect
= Defend

Where can you learn more?
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Identity theft is a crime on the rise

CT ranked 16t of all states in number of ID

theft complaints in 2009

76 complaints per 100,000 people

Total of 2,682 in 2009, up from 2008

Accounts for 219% of all consumer

complaints nationwide and in Connecticut




Crime goes where the money is.

Today, the money is in information & data.

Names & Addresses
Dates of Birth

Social Security Numbers
Credit Card Numbers
PINs & Passwords

Other Pieces of Data
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From a criminal viewpoint, identity theft offers
an excellent opportunity.

[1 It’s easy to do.

(1 It’s difficult to track.

[1 There’s a great chance to quickly
make a great deal of money.

- -




What is identity theft?

“A fraud that is committed or attempted,
using a person’s identifying
Information without authority.”

= %; |
i

]
-

O It occurs when someone steals your personal
information — e.g., credit card or Social Security
number — and uses it fraudulently

I
i
¥

= It can cost you time and money

= It can destroy your credit and ruin your good
name
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How does identity theft happen?

Thieves may:

= Go through your trash or “dumpster dive”

= Steal your wallet or purse

=  Steal your mail or submit a change of address form for your
mail

=  Use “phishing” or fake emails to get you to provide personal
information

= Look over your shoulder, eavesdrop, or photograph you when
you’re communicating personal information

= Steal personnel records from their employers
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Breeder documents

These documents spawn other documents of identification, resulting
in the creation of a credible identity, exploited by the criminal.

.| O Social Security Card
1 Driver’s License

[1 Birth Certificate

[l Passport
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Some technologies of identity theft

Swipe or Skim-— data recorder device used on credit cards

and ATM cards.

Phishing — fake emails that appear to come from

legitimate financial organizations or online retailers.

Pharming — misdirecting consumers from legitimate

business web pages to fraudulent sites.

Keystroke Logger — software that permits an attacker to

record keystrokes and upload information elsewhere.
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Tools

Left: A normal-looking
ATM machine

Below: Thieves installed
a hidden camera in the
literature display rack

A skimmer
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A sample “phishing” message

B washington Mutual: service message - Mess = il:li__?jj

File Edit Miew Inserk  Format  Tools  Actions  Help
CaBeply | CEReplytoal | b Forward | = o | w0 e | (AR W | @~ % »| Joptions.. A*| @ &
From: Inc. [custservice_108352@wamu.com] Senkt:  Mon 120652004 7:04 PM
To: Scams@ldentityProtection 01 com
Ce
Subject:  Washington Mukual; service message

[ wamu.com

Technical services of the BEank are carrying out a planned software upgrade.

Ve earnestly ask you to wisit the following link to start the procedure of

confirmation of customers' data.

bt A wearm o comdpers onalfwelcomelconfirmusersd ata. htm

[http:fr148.244.215.131: 4977 fwajindex. htm |

This instruction has been sent to all bank customers and is obligatory to follow.

Thank you for co-operating.

Customers support service.

Copyright 2004 Washington Mutual, Inc. All Rights. Reserved.
-:-j Q»‘ o




A legitimate site

Address @ hitpz: /M. peoples. com,
peopies panic
IT'S POSSIBLE @ peoples

Small Business Commercial Financial Guidance

People's Online Login
=zer I

Today @ People's
. Remember me

+ Attention!

Enrall .
Bewvare of Fraudulent Emails...

Login to Other Services ) Welcome to » SwitchToPeoples.com
| Orline Trading | m N ' _ the BANK that + Special Offers!
; ; R E'UDL“ES click here for the lstest special

offers from People's Bank.

b Learn howy to protect your

private information / = I . ARDUND
: A o

PE'UD|E'5 Ouick Links What's New People's Bank First Quarter Earnings Announced

I Rate Information j m

About People’s ———— THE NEW PEOPLE'S ONLINE
+ Connecticut's Bank Home Sweet TRADING SITE IS HERE
v Investor Relations ! HQM'_E"““"

v Press Room B .

e T & WY residents learn more. Login now.

;El httpz: /v peoples. comApersonal /0,8383,1 332800, html I_ I_ E |ﬂ Internet




“Known” thieves

Family Member — identity data is misused by relative.

Jrusted Insider — information stolen by an employee or other
participant in a transaction/service.

Pretexting — a thief, armed with just a bit of information, pretends to
be the account holder, and bluffs their way to account access.

419 Scam — similar to pretexting, but the thief now pretends to be an

agent of an organization, and requests personal information from an
account holder.
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What can you do?

DETER identity thieves by safeguarding
your information

DETECT suspicious activity by routinely
monitoring your financial accounts and
billing statements

DEFEND against identity theft as soon as
you suspect a problem
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Deter by safeguarding your data

Carry only the identification you need

B | eave passports, birth certificates, social security cards, personal
identification numbers, and passwords in a safe, secured place.

Don’t give out personal information unless you are SURE who
you’re dealing with

®  Never give personal information over the telephone or internet,
unless you initiate the contact.

Keep your information secure

B Never release your PIN (personal identification number) or
password.

B Don’t use obvious or common passwords
B Change your passwords frequently

Find out how the information you provide to legitimate companies will
be used and who will have access to it.
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Deter by safeguarding your data

d Mind Your Mail & Trash

" Shred all personal documents before discarding in trash.

- Bring trash to the curbside just before pickup, not overnight
" Take outgoing mail to the Post Office.

= Promptly pick up your mail once delivered to your mailbox.
I

Have your mail held at the Post Office when on vacation.

. Get off solicitation lists.

- “Opt out” of receiving unsolicited credit offers in the mail by:

= Calling 1-888-5-OPTOUT (567-8688) for more information.

= Contacting the three National Credit Bureaus and asking about their

“OPT OUT” plan.
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Detect by routinely monitoring your
accounts

Be alert

u Notice if mail or bills don’t arrive
[ Denials of credit for no reason

Inspect your credit report

B [aw entitles you to one free report a year from each
nationwide credit reporting agency if you ask for it

O Online: www.AnnualCreditReport.com;
0 by phone: 1-877-322-8228;

[0 by mail: Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348-5281

Inspect your financial statements
B Look for charges you didn’t make

18 STATE OF CONNECTICUT
DEPARTMENT OF CONSUMER PROTECTION




F AnnualCreditReport.com F Frequently Asked Questions

k About Us

START HERE to View and Print your
Free Credit Report Now

I SelectYour State | Request Report

Thiz site iz sponsored by

S

TransUnion.

Fight identity theft by monitoring and reviewing your credit report, You may reguest
vour free credit report online, by phone or through the mail. Free credit reports
requested online are viewable immmediately upon authentication of identity, Free
credit reports requested by phone or mail will be processed within 15 days of
receiving your request,

| What is AnnualCreditReport.com? |

EQUIFAX

Lol : E?\Ip[‘l[‘(ﬂlf

This central site allows you to
request a free credit file disclosure,
commonly called a credit report,
once every 12 months from each of
the nationwide consurmer credit
reporting companies: Equifasx,
Experian and TransUnion,

AnnualCreditReport.com is the
official site to help consumers
to obtain their free credit
report.

We guard your privacy.

This site's security protocols are
designed to protect vour personally
identifiable information from
unauthorized access or alteration.
Measures include physical and

technological
security and
encryption of
certain
information,

Verisign
Sacurad

WERIFY &
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AnnualCreditReport.com

| F AnnualCreditReport.com b Frequently Asked Questions P Contact Us bk About Us b VA Data Security ]

REQUEST YOUR FREE ANNUAL CREDIT REPORT ONLINE, BY PHONE OR BY MAIL.

Request your Credit Report Online
You Can SEE and PRINT vour Report Onling MOW ! It's Quick, Easy and Secure. Beqgin by selecting
vour state:

select Y'our State j » Go

Request your Credit Report by Phone
Call 1-877-322-8228 to request your credit reports by phone, vou will go through a simple
verification process over the phone. vour reports will be mailed to you,

Request your Credit Report by Mail
You can request vour credit report by mail by filling out the request form and mailing it to:

Annual Credit Report Request Service
P.O. Box 105281
atlanta, GA 303438-5281

“ou must have an Adobe viewer to download the request farm, Download the free Adobe viewer,

For your security, and in order to ensure you are using the request form that has been authorized by
the Central Source, please use the link above to download the form from this website, Snly the
Central Source, and Equifax (at www. equifax.com), Experian {at www.experian.com) and
TransUnion (at www transunion.corm) as it's members, have been authorized by law and the
government (see FTC.gov) to provide free credit reports as described on this site, We cannot ensure
vour persanal infarrmation will be kept secure and used for proper purpases if you use farms or
provide information to persons, addresses, numbers, etc, not autharized by this site ar the entities
listed abhowve.

If you are under 13 years of age or you are requesting a credit report for your child under 13 vears
of age, instructions for completing these requests can be accessed by clicking
rnail request for a child under 13,
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EQUIFAX

contact us | Caresrs | zearch | site map

Perszonal Solutions Business Solutions Our Company

 EE Us United States ]

Froducts - Learning - Zustomer Service - nline Dispute Membear Center Lodin
Personal Solutions Member Login

| | LU=zername:
‘Veterans Data Breach

U ~ Get Your FICO® Score FRES A T
Assistance 253

When you try Score Watch™
N} . Let us help
protect you. **

Y

A& FREE for 30 Days
o
ol be required to pr-:-mde your payment informationwehen registering for Score Watch, At the end o i

&
Get My FREE Score Now -
-
free trial period we will autom atically rena;'uir-:-ur:,uha:rlp‘tlnn for 3 tuelve (12 month perdod and charge

credit or debit card FF2 95, unlessyou cancel

» Protect Against Identity Theft

-+ Don't Let Identity Thieves —+ Get Better Rates
Ruin Your Credit. B || Make Smarter Decisions
Get: 3-in-1 Monitoring = == Get: 3-in-1 Credit Report
Eo e
= Tracks all 3 nationwide credi files. = = e . ‘r‘u:u:Jr n:cl_mplete n::_red'rt his_tn:ura.-‘ frum_all three
= Alerts yvou within 24 hours of key changes. n:___.:- - nationwide credit reporting agencies.
= Helps you protect your idertity *-—-—-;____;___:-__-‘ = Easy to resd, line by line comparizons.
Learn More | | Buy How | | Learn More | | Buy How
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Defend against identity theft as soon as

you believe there is a problem.

d  Immediately place a 90 day “Fraud Alert” on your credit
reports by calling one of the three nationwide credit reporting
companies:

B Equifax: 1-800-525-6285
B Experian: 1-888-397-3742
B TransUnion: 1-800-680-7289

This alerts creditors to contact you before any new accounts are
opened in your name. Protects against immediate ID thefts.

0  You will be sent your credit reports. Review carefully, looking
for fraudulent new accounts, or accounts that have been
tampered with.

[0 Close any account that has been tampered with or opened
fraudulently.

22 STATE OF CONNECTICUT
DEPARTMENT OF CONSUMER PROTECTION



Defend against identity theft as soon as
you believe there is a problem.

Within two weeks of discovering a theft:
0 File aComplaint with the Federal Trade Commission

[0 File a police report and keep a written record of your
report.

[0 Include a witnessed ID theft Affidavit.

[0 The FTC Complaint, ID Theft Affidavit and police report
create your “ID theft report,” which you use to dispute
charges or new accounts.
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Where can you learn more?

FTC Website: www.ftc.org

Privacy Rights: www.privacyrights.org/Zidentity

National Consumers’ League:
http://www.nclnet.org/privacy

DCP Website: www.ct.gov/dcp

24 STATE OF CONNECTICUT
DEPARTMENT OF CONSUMER PROTECTION




